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5.1] For audit of website, website security audit guidelines of cert-In, Govt. of India and 
Govt. of Maharashtra Cloud Security GR to be followed. 
5.2] File inclusion & Disclosure to bc chccked & verified 
5.3] File upload vulnerabilities to be tested. 
5.4] SQL injection to be tested for Database & wherever requircd 
5.5] Cross-site scripting(XSS) to be checked and removed if present 
5.6] XML and internal data escaping. 
5.7] XML, JSON and Gencral API Security 
5.8] (Un)trusted input not be allowcd 
5.9] Application hosting framework tobe updated and customized for the application 

Security Audit Agencies must be co-ordinate with OCe's AMC VenderlDeveloper 

team. Also update required details & take Confinnation from OCe's Computer section team 

wherever needed. 
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